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1 Overview

1 Overview

This technical note (TN) provides guidelines for
protective grounding and electrical shielding of ca-
bles in applications using our hydraulic valves with
integrated electronics.

The valves should be used only in machines
e or plants that meet the requirements of the
standard EN 60204-1 and of this TN.

The protective conductor connection (®)
(if provided) is connected to the electronics
housing or valve body. The insulation materi-
als employed are designed for use in the
safety extra-low-voltage range.

The field bus circuit connections (if provided)
are only functionally galvanically isolated from
other connected circuits.

To comply with safety regulations requires
isolation from the mains according to
EN 61558-1 and EN 61558-2-6 and limiting all
voltages according to EN 60204-1.

We recommend using SELV/PELV power

o =

2 Equipotential Bonding and
Protective Grounding

Equipotential bonding is used to provide a rela-
tively small potential difference within a system.

Protective grounding provides safety during op-
eration of the machine.

The term "protective grounding” or "PE" designates
only one single point within the system: the con-
nection point of the external protective conductor.
All other grounding connections (©) are made via
protective and equipotential bonding conductors.
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Figure 1: Equipotential bonding and protective grounding of machines (see also EN 60204-1)
as well as electrical shielding of our hydraulic valves with integrated electronics
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2 Equipotential Bonding and Protective Grounding

2.1 General Principles

The equipotential bonding and protective con-
e ductor system for a machine using the valves
must be set up according to EN 60204-1.

Please observe the following during set-up of
equipotential bonding and protective grounding:

e All elements of the machine are to be con-
nected using the equipotential bonding con-
ductor.

¢ All elements of the machine having exposed
metal surfaces are to be connected to the pro-
tective conductor rail using the protective con-
ductor.

¢ All protective conductors and the equiptential
bonding conductor in the main control cabinet
are to be connected via the protective conduc-
tor rail to the protective grounding (PE).

The cross section of the protective con-
ductor is defined in EN 60204-1, sec-
tion 8.
The following cross sections can be used
as cross sections of equipotential bond-
ing conductors:
up to a cable length of 200 m (656 ft)

16 mm? (4 AWG)
over a cable length of 200 m (656 ft)

25 mm? (3 AWG)

(i The potential difference between any two
points of a machine should not exceed
7V peak (7 V).

e The electrical shielding and the electrical
ground of the electronics chassis are to be
connected in a star-shaped manner to the
protective conductor rail.

e The functioning of all equipotential bonding
conductors and protective conductors accord-
ing to EN60204-1, section 18, is to be
checked before the machine is released for
normal operation.

2.2 Protective Conductors

The protective conductor prevents hazardous over
voltage on any element of the machine in case of
failures of the valve's power supply or short circuits
between power supply and another cable to the
valve.

This protective conductor does not replace the

e standard equipotential bonding system de-
scribed in chapter 2.1 of this TN. The protec-
tive conductor must not be used for equipo-
tential bonding.

The valves must be connected to the protective
grounding (PE) of the machine via a protective
conductor. Please observe the following when
connecting the protective conductor:

e The protective conductor must be made of
copper.

e When using supply cables with a cross sec-
tion of S<16 mm? (4 AWG) the protective
conductor must have at least the cross sec-
tion S.

e The protective conductor should be routed
within the cable shield (see chapter 3.1 of this
TN).

e The connection must be made using the pre-
mating protective conductor contact pin (@) of
the valve connector or using the connection
point (®) of the valve body.

2.3 Ground Loops

Connecting a valve to the protective grounding
(PE) via the equipotential bonding system as well
as via the valve's protective conductor can result in
a current flowing in the resulting "ground loop".
This current can cause significant disturbances
within the machine.

Please observe the following to minimize distur-
bances caused by ground loops:

¢ Route the valve's supply and signal cables as
close as possible to the equipotential bonding
conductor (see chapter 2.4 of this TN).

e The impedance of the equipotential bonding
system should be less than 10 % of the im-
pedance of the system consisting of the pro-
tective conductor and cable shields.

2.4 Machines with Poor Equipotential
Bonding

In some industrial applications only a poor equipo-
tential bonding is achieved. In this case an effec-
tive equipotential bonding system according to
EN 60204-1, section 8, must be set up (see chap-
ter 2 of this TN).

If this cannot be achieved the machine does
e not meet EN 60204-1!

Since the valve's protective conductor (©)

connection can carry high currents extreme

caution is necessary in this case (see also

chapter 3.3 of this TN).
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3 Electrical Shielding

3 Electrical Shielding

An effectively shielded machine is highly insensi-
tive to external sources of disturbance. In addition,
an effective shielding significantly reduces the dis-
turbances radiated by the machine.

A functioning equipotential bonding system is the
basis for an effectively shielded machine. The
general requirements of chapter 2 of this TN must
be met for the cable shielding to be really effective.

3.1 Cables

Please observe the following when selecting ca-
bles the valves:

e Shielded cables should be used exclusively.

e The cable shield should be made of copper
braiding with a coverage of at least 80 %.

e The individual wires must be made of copper
and have a cross section of at least 0,2 mm?
(24 AWG) according to EN 60204-1, table 5.

e Twisted pair cabling is to be used in environ-
ments with high noise level.
e The protective conductor should be routed

within the cable shield (see chapter 2.2 of this
TN).

3.2 Connecting the Shielding

@ Metal shell connectors with premating protec-
tive grounding contact pin (©) according to
EN 60204-1 are to be used when connecting
the shield.

3.2.1 Connection to the Valve

The cable shield must be connected electrically to
the connector's metal shell.

3.2.2 Connection at the Control Cabinet Side

Connection at the control cabinet side can be done
by cable leadthrough or by connectors.

Cable Leadthrough
Please observe the following when connecting the
shielding to the control cabinet:

e The control cabinet and the protective con-
ductor rail (®) must be connected electrically
(see Figure 1).

e The cable shield must be properly connected
to the control cabinet via a low impedance

connection.
Cable to Cable Covering Removed
Chassis to Reveal Shield

\1 —— Cable to Valve
Shield Elec-
:g:;gj (t:(;) n —— Control Cabinet
Cabinet

Figure 2: Connecting the cable shield
to the control cabinet (detail A of Figure 1)

e Route the cable shield unbroken through the
wall of the EMC-compliant control cabinet as
close as possible to the electronics chassis,
e.g., via PG thread cable glands.

The cable shield must not be connected
to the electronics chassis!

Connectors
Please observe the following when connecting the
shielding to the control cabinet:

e The control cabinet and the protective con-
ductor rail (®) must be connected electrically
(see Figure 1).

e Connect the shield of the cable coming from
the valve to the shell of the removable con-
nector.

The shell of the connector mounted firmly
in the control cabinet must provide a
good electrical connection to the wall of
the control cabinet.

e Connect the connector mounted in the control
cabinet's wall to the shielding within the cabi-
net.

Highly Conductive Connection
between Connector Shell,
Control Cabinet and Shield

Metal Shell Connector
with @ Contact

Cable to Valve

i

Shield is Connected to Connector Shell

Cable to Chassis

Figure 3: Connecting the cable shield to the
control cabinet via connectors (detail A of Figure 1)

e Route this shielding within the cabinet as
close as possible to the electronics chassis.

The cable shield must not be connected
to the electronics chassis!
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4 Quoted Standards

3.3 Isolated Shielding

Isolated shielding may be necessary if connection
of the shield at both cable ends is not desirable, as
for example in a machine with poor equipotential
bonding. In general this is necessary only if it is not
possible to install a good equipotential bonding
system.

Please observe the following when connecting an
isolated shielding system:

e Use only metal shell connectors with pre-
mating protective grounding contact pin (®)
according to EN 60204-1.

e The cable shield must be connected electri-
cally to the connector's metal shell.
e The control cabinet and the protective con-

ductor rail (@) must be connected electrically
(see Figure 1).

e Connect the cable shield to the control cabinet
via a capacitor (e.g., ceramic capacitor 10 nF /

100 VDC).
Cable Covering Removed,
Shield Disconnected
[—— Control Cabinet
Cable to
Chassi
assis N — Cable to
Valve
Shield Elec-
trically Con- Terminal Screw
nected to Cabinet Insulated from
Control Cabinet
Capacitor — 1

Figure 4: Connecting the isolated shielding
system to the control cabinet (detail A of Figure 1)

¢ Install a separate shielding within the control
cabinet. This shielding must be connected to
the cabinet's wall and must be routed as close
as possible to the electronics chassis.

This shielding must not be connected to
the electronics chassis!

3.4 Cable Routing

The cable routing within a machine must meet the
following general guidelines:

¢ Route power supply cables and signal cables
in separate cable conduits.

e Route the valve's connection cables as close
as possible to the equipotential bonding con-
ductor to minimize disturbances caused by
ground loops (see chapter 2.3 of this TN).

e Avoid routing cable conduits close to strong
electromagnetic disturbance sources such as
electric motors or transformers.

e If the danger of lightning strokes is not com-
pletely ruled out by cable routing, appropriate
precautions, as specified in EN 60204-1, must
be taken.

4 Quoted Standards

EN 60204-1:2006
Safety of machinery - Electrical equipment of ma-
chines - Part 1: General requirements

EN 61558-1:2005

Safety of power transformers, power supplies, re-
actors and similar products - Part 1: General re-
quirements and tests

EN 61558-2-6:1997

Safety of power transformers, power supplies, re-
actors and similar products - Part 2-6: Particular
requirements for safety isolating transformers for
general use
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4 Quoted Standards

For your notes.
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